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* TlomyumTe CITUCOK CEPBEPOB KJII0YEH, Ha KOTOPhIE BBl MOKETE OTIIPaBUTH CBOIO noanuck * CoemectuM ¢ GnuPG u
KOMOWIAIMEH O(pUIHaTbHBIX TOANVCeH * 3ammTuTe cBou (paiiibl, 3ammpoBaB UX ¢ IOMOIIBIO HAIEKHBIX aJITOPUTMOB. *
HazexHo opranusyiite cBou Kioud Oaroapsi BCTPOSHHOMY CITHCKY cepBepoB Kiouei * [1o1e3Ho B coYeTaHuM C YTUIIUTOM
«ducnerdep ¢aitno». * O4yeHb NPOCTOE MCIOIB30BAHUE TSI HAUMHAIOIIMX MOJIb30BaTeNell BKiIIoYeHo B 3TO mpriloxkeHue: *
Heckompko cepepoB Kimoueil (1o ymordanuo:) * HCTpYMeHT [Tt OAIIMCH KJTouel (TIOATMChBaiiTe oObie (paiisl .txt) *
WucrpymeHT opraHaiizepa Kioueil (OpraHu3yiTe CIIMCOK CepBepoB Kiouel) * IHCTpyMeHT reHepaiyy Kiodel (reHepanus 1
MpoBepKa JII00oro Kimova) * MHCTpyMeHT OT3bIBa KJII0UYa (M3MEHEHe BIajiesblia JoOkIX Kimouel) * HCTpyMeHT sKcropTa
KJII04a (3KCTIOPTUPYIiTe CBOM KJI0Y B crieluaibHbli (haitn GPG) * MHCTpyMeHT UMIOpTa KiIIouel (MMIOPTUPYHTE KITIOY U3
cnenuanbHoro (paiia GPG) * KimoueBoii 69K9HI-MHCTPYMEHT (U3MEHUTE CBOM KJTIOUeBOW 09Kk3HM) * MHCTpyMeHT reHeparopa
mapsl KJoued (co3gaiTe modou Kimod) * MIHCTpyMeHT 6a3bl JaHHBIX KTI0Uel (TOMCK Modoro Kimoda) * MHCTpyMeHTHI
PEe3epBHOTO KOMMPOBAHMS U BOCCTAHOBJIEHH (a1 poBaHHOE pe3epBHOE KOMMPOBaHKE U BOCCTaHOBIEHHE) * IHCTpyMeHT
YIIPaBJICHUS POJISIMU (CO3[aiTe pojb U ONpeesuTe, KTO MOKET HOAIMCHIBATE eio ¢ailibl) * BHeOpuTh ¢ cepBepa Kioueil
(6e30macHO BBECTH KJIIOU C JIIDOOTO cepBepa Kimouei) * MIHCTpyMeHT coollieHus Kimova (3ammdpoBaTh KU € TOMOIIIBIO
3JIEKTPOHHOU NOYTH) * HCTpYMEHT A/ peAaKTUPOBAHUS PACIIMPEHHOr0 TeKcTa (oTpenaktupyire kmod GPG) * MHcTpymMeHT
JJ1s1 moanucy (noanuimTe Jiroosie (aisl .txt) * MHcTpymeHT pacimdpoBku (pacuimdpoBka Jo0bx ¢aiiios .txt) *
Nuctpyment mmdpoBanus (mmdpopanue mooObsx daiios .txt) * MacTpyMeHT mudpoBanus (1mdppoBaHue JIIOOBIX (aiiioB)
Omucanue 060104k GnuPG: O6onouka GnuPG npefocrapisieT BHEITHUN UHTeP(ENC T YTUIUTBl KOMaHAHON CTPOKU
GnuPG, no3BoJisisl co3/1aBaTh Napbl OTKPBITOTO U 3aKPBITOTO KJIIOYEH, HOANMCHIBATh WM M poBaTh (haitibl, YTOObI
MIPEeIOTBPATUTh JOCTYI K HUM JPYTUX JIMLL. DTO peajm3aiys cranaapra mudposanus OpenPGP, HanpasiieHHas Ha 3aUTy
Baimx AaHHbX. KoH(puaeHnmmansHoCTh MHGpOPMaNUK U 3aIIUTa JaHHBIX — OJJHA U3 TJIaBHBIX 3200T KaKJOT0 MOJIb30BaTes
KOMIIBIOTEpPa, HO Takasi yTuinTa, Kak GnuPG Shell, MoxeT moMo4b BaM yOeTUTHLCS, YTO Baly (Daiibl WM COOOIIEHUs He OyIyT
MpOYMTaHBl 6€3 NPeIBAPUTEHHOTO COIACHsI Biaiesblia. biarogapst BCTpOEHHOMY MOMOIIHKKY IO TeHEepaluy KJIlouen
CO3JjaHye Mapbl KJII0Yel CTAHOBUTCS MPOCTON 3aaa4eid. i 3Toro Bl JOJKHBI BBECTH CBOE UM U aJIpec JIEKTPOHHOM MOYTHI, €
KOTOPBIM BBI XOTUTE cBA3aTh KiIou. GnuPG Shell moxeT co3naats kimoun RSA mmi DSA ¢ HacTpanBaeMbIM pa3MepoM U

GnuPG Shell

GnuPG Shell — 310 untepdeiic komanauoi crpoku st nporpammbl GnuPG. GnuPG Shell nbitaetcst ObITh Y€M-TO OOJIBIIUM,
YeM MPOCTOH BHEIIHUI HHTeP(ENiC, MBITasiCh CTaTh KOMIUIEKCHBIM pellIeHHEeM ISl 6€30IIaCHOCTH JIEKTPOHHOM MOYTHI 1
JIOKYMeHTOB. - [locTpoeH ¢ ucrons3zoBanrieM C++ - MoxeT rerepupoBath Ko RSA wm DSA, ncnons3oBats mo6oit

(opmar, sxkcrioprupoBath Bo Bce popmatsl 1 nogiepxusath OpenPGP v3.1 nim HoBee (BO3MOXEH BO3BpaT K OoJiee CTapbiM
BEpCHsM, ecii OoJiee HOBasi BEPCHsI HEJOCTYITHA) - BO3MOXKXHOCTb Nevyartarh KJII0UH 1 MOJIUCH B yI000UYNTaeMoit (hopme ¢
nomoinsio uaTepdeiica BIO_dump. - Paboraer kak crnieranbHblil (hailyioBblil MeHekep. - BO3MOKHOCTb 9KCIOPTHPOBATD
ximoun (B popmar RFC-2231 um RFC-1149), a takxke sxcnopTupoBaTs 3aindpoBanHsle dailisl (B popmar OpenPGP) -

B03MOXHOCTb MMITOpPTA KJIOYEH. - Y JajifeT KIII0YM U3 CIIUCKA KITIoYel. - BO3MOKHOCTh CO3/1aHMsI WJIM UMITOPTA CePTU(DUKATOB -

BosmoxHocTb coznanus nimm umnopra CRL - Obecnieubte MIMpPOKKE aIropuTMbl MG POBAHKS U TTOJIUCH, YTOOBI BBl MOTJIN

BBIOpATB JIy4IINii U151 CBOEH Liesiu - BO3MOKHOCTD MOAMKCHIBATH OUTY, UCIIONB3Y4 Mo «Komy», «Konus», «[Jata», «O1» n

«3arosoBKu», ucnonb3ys ¢pyHkuuu BIO_sign_file_mgf_fd(). - BosmoxnocTs mmpposanus (cxaTust) (aiyios ¢
ucnonbp3oBanneM ciaydaiaeix IV u pesxiva MGF1 ¢ momormsio BIO_f_cipher(). - Bo3amoxHOCTb IOATTUCHBATD (haiiIbL,
ucnonb3ys ot «Komy», «Komus», «data», «Om» u «3aronoBku», ucnonbiys ¢pyakuun BIO_sign_file_mmf_fd(). -
Bo3moskHOCTS M poBaTh (haiiiisl (CKUMATh) C UcToMb3oBaHueM ciaydaiiabix [V u pexxnva MGF1 ¢ BIO_f_cipher(). -

Bo3moskHOCTE poBepKH noanucu ¢ momotnsio ¢pyHkimn BIO_f_verify() - BosmoxHocTs mpocMoTpa 3aronoBkoB IV u MGF1 ¢

nomompio BIO_dump() - Bcemu yHKIMAMEI MOKHO YIPABIIATH € IOMOILBIO TAPAMETPOB KOMAHAHON CTPOKU. - BO3MOXKHOCTB

reYyaTy OTIEeYaTKOB NaJIbLIEB U BBIBOJA TEKCTA CIIPaBKU MO Ucnoib30BaHMio - [Tonnucannsie nakerbl GNOME B nakerax Debian,

Ubuntu Packages u Fedora Packages. - [Tonnucannbie nakersl Debian B makerax Ubuntu - [Tonnucanusie nakerst FHS (Fedora

Human Software) B nakerax Ubuntu. - [Toanucanssle 1 BoinyieHHbie akeTsl B Debian (Debian MeTVic Team) -
INognucannsle naketsl Debian B Debian Artful Aardvark / Unstable Bionic Beaver / Unstable Cosmic Cuttlefish / Unstable
Disco Dingo / Unstable Focal Fossa / Unstable Groovy Gulliver / Unstable Jessie James / Unstable Jonah / Unstable fb6ded4ff2
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