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Kismet is a de facto standard 802.11 wireless network sniffer and monitor. It is one of the few open-
source wireless network analyzers that supports WEP, WPA, WPA-TKIP, and WPA2-PSK cracking with

up to 280 Mbit/s. The program is free and open source software under the GNU Public License.
KRACK is an 802.11 WEP cracking tool for Linux and Mac OS X. It is free, open source software that

works only on Linux and OS X platforms. It can be used to scan for open networks, monitor and
capture packets and track packets so that the user may attempt to crack the WEP key. M0uLAn

"Magic" is a WEP and WPA cracking tool that is one of the most capable wireless crackers currently
available for Linux. The tool uses a dictionary attack to discover the WEP or WPA key. Using the tool,

the key can be retrieved within a few minutes. VisiWiFi is a free open source software suite for
802.11b/g networks. It can be used to monitor and analyse most wireless networks. It can be used to
run a host of wireless related activities such as sniffing, port scanning, statistics, and traffic analysis.
Ocean Optics Software Password Crack Aireplay-ng is a powerful tool for deploying wireless packets
to targets. It can be used for network testing, capturing, and is useful as a penetration tool. Ocean

Optics Software Password Crack Aireplay-ng, Aireplay-cli, and Rawcap are the three tools offered by
airmon-ng. The graphical tool, airmon-ng, is a two-step process. First, a master interface is started

and then one or more wireless cards are monitored.
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