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the second method is called mic-wpa-crack. this
method performs a dictionary attack on the 8-12
characters of the wep key, if the first method is

unsuccessful. the difference is that in the mic-wpa-
crack method, only the 65 characters of the 802.11
header are used instead of just the frame body. this

means that more packets can be used for the mic-wpa-
crack method. the mic-wpa-crack method works in two

phases as well. in the first phase, aircrack-ng only
uses the 65 characters. if the key is not found, then it
uses all the packets in the capture. please remember
that not all packets can be used for the mic-wpa-crack
method. this tutorial: packets supported for the mic-
wpa-crack attack page provides details. a significant
limitation is that the mic-wpa-crack attack currently
can only crack 40- and 64-bit wep keys. aircrack-ng

provides an optional fifth attack method called
pskcrack. this method is very similar to the mic-wpa-
crack method except it uses all possible psk keys and
not just the 65 characters. it works in three phases as
well. in the first phase, aircrack-ng only uses the 65

characters of the wep key. if the key is not found, then
it uses all the packets in the capture. the second

phase of the pskcrack method splits the 65 characters
of the wep key into 5 groups, each having a 16

character prefix and a 16 character suffix. this means
that 5 psk keys will be tested in this phase. if all 5
keys are unsuccessful in this phase, then the third
phase is performed. it uses all the packets in the

capture and uses all possible 5 key pairs in the third
phase. a final limitation of this method is that the
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pskcrack attack can only crack 40- and 64-bit wep
keys.
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